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1 Introduction

This document proposes a standard means with some possible enhancements to extract automatically and efficiently from several DVB streams the IP datagrams destined to a specific terminal.

2 Problem statement

DVB specifies several means to transport private data in an MPEG2 Transport Stream (TS) [1,2]. The DVB Multi-Protocol Encapsulation (MPE) standard specifies especially how IP datagrams are encapsulated in a DVB stream but there is a lack of signaling information associated with the MPE datagrams transported.

The presence of private data is announced in the DVB streams by SI signaling [3,4] contained in these streams. The Program Association Table (PAT) gives a list of the different programs contained in a TS and points to the Program Map Table (PMT) which contains the information on all the components of each program. These components may include private data. In this case, the PMT gives the PID of the transport packets in which the MPE datagram sections are encapsulated, and it may also be followed by a descriptor, the data_broadcast_id descriptor. But no standardized solution currently exists to know if the IP datagrams encapsulated in the MPE datagram sections are destined to a specific terminal.

We would like to standardize the scheme to avoid the extra work for the terminal to extract all the IP packets contained in all the DVB TS in order to find the IP addresses of its needs. Furthermore, we would like to facilitate relevant information to be built within the existing SI structure for automatically retrieving the relevant IP packets. Most importantly, we would like to promote simpler implementation in the terminal. Therefore, this proposal relies on a standard descriptor followed by some enhancement of the existing SI descriptors.

3 Requirement and Purpose 

The requirements presented [5] in the 44th SI-DAT meeting, state that any proposal to carry IP data in the DVB TS should consider the terminal as well as the network architecture. It is important, as generally understood, to adhere to the MPEG and the SI convention for  non-video applications, such as IP data services. These services can be either associated with the video/audio components specified , or totally irrelevant. To fulfill these requirements, some contributions [6,7] seem inadequate.

Therefore, we propose an approach that bears the following purposes, to:

· utilize the existing MPEG Infrastructure, based on the minimum mandatory set of messages;

· allow the receiver to quickly determine and locate Multicast IP data associated with the tuned service;

· promote quicker tuning time;

· promote simpler re-multiplexing;

· allow applications to be built with “Ethernet/Internet” portability.

4 Proposed solution

Several ways may be envisaged to respond to the described requirements[5], as demonstrated in prior contributions [6,7]. Solutions which create new tables for specific SI signaling associated with IP based data may be used, but the one we recommend in this contribution attempts to use the DVB specified tools in its spirit, and to maintain Ethernet/Internet continuity.

DVB has enhanced the extraction of IP packets contained in the TS by using the LLC_SNAP header in the MPE datagram header, which allows a hard filtering of the MPE packets using the MAC addresses. This feature may be used to check if an MPE section contains some data that are of interest to the receiver using the MAC address instead of the IP address.

In this case, the main information that must be present in the SI information provides a way to map the MAC or IP addresses with the PID of the transport packets where the IP data can be fetched. A standard MAC_Address_List_descriptor is proposed to achieve this utility. Due to the filtering ability offered by the LLC_SNAP header of the MPE datagrams, a mapping between the PID and the MAC address is preferred to that between the PID and the IP address. Moreover, this solution is independent of the IP packet version, IPv4 or IPv6, and of the network topology. In the latter case where various networks are involved, careful management has to be made for mapping the IP to the MAC addresses. Please refer to RFC 1112 [6], which specifies the mapping from multicast IP addresses to Ethernet MAC addresses.

In conjunction with this standard descriptor, we further suggest, in Section 7, enhancements needed in the context of multiple ISP and delivery of IP services coming from different TS.

4.1 MAC_Address_List Descriptor

The MAC_Address_List_descriptor is a standard descriptor defined in SCTE DVS/311r4, entitled IP multicast for MPEG-2 networks [8].

DVS/311r4 relevant information is extracted as follows:

An MPEG Program that carries IP data of stream_type 0x0D (MPE Sections), shall include a special descriptor within its PMT for each data component PID. The MAC_Address_List_descriptor shall appear in the inner loop (ES_info) of the PMT.  This descriptor will be processed by the terminal to determine if a component PID stream carries IP data that is of interest to itself. The number of MAC addresses that can be carried in the descriptor is limited by the maximum length of a descriptor (255 bytes). In order to allow more IP addresses to be associated within an elementary (PID) stream, a form of the descriptor that specifies ranges of MAC addresses is allowed. This descriptor will allow the receiver to quickly and efficiently identify the data PID stream carrying the requested IP data, without having to extract and re-assemble MPE messages when filtering on MAC addresses.  

If the MAC addresses in a particular data stream are not known then the descriptor must still be present.  Values of 0x000000000000 for the lowest_mac_address and 0xFFFFFFFFFFFF for the highest_mac_address shall be used. If more than one IP data stream is present in a program, a descriptor containing this data must still be present for each IP data stream. Although this provides no information that would assist hardware in the use of a PID filter extension for filtering on a required MAC address, some information, for example the IP encapsulation method, might be used to differentiate between IP data streams.

The MAC_Address_List_descriptor is shown in the table below :

	Syntax
	No. of bits
	Mnemonic

	MAC_Address_List_descriptor() {
	
	

	
descriptor_tag
	8
	uimsbf

	
descriptor_length
	8
	uimsbf (L)

	
mac_addr_list
	1
	uimsbf

	
mac_addr_range
	1
	uimsbf

	
pdu_size
	2
	uimsbf {1024 , res1, res2, 4096}

	
encapsulation_type
	2
	uimsbf {DVB, res1, res2, ATSC }

	
reserved
	2
	uimsbf

	
if (mac_addr_list == 1) {
	
	

	

num_in_mac_list
	8
	uimsbf (M)

	                          L = L - M
	
	

	

for (i=0; i < M; i++) {
	
	

	


mac_address
	48
	uimsbf

	

}
	
	

	
}
	
	

	
if (mac_addr_range == 1) {
	
	

	

num_of_mac_ranges
	8
	uimsbf (N)

	                          N=(n*sizeof(mac_address)*2)
	
	

	                          L = L - N
	
	

	

for (i=0; i < N; i++) {
	
	

	


highest_mac_address
	48
	uimsbf

	


lowest_mac_address
	48
	uimsbf

	

}
	
	

	
}
	
	

	
for (i=0; i < L - 1; i++) {
	
	

	

private_data_byte
	8
	uimsbf

	
}
	
	

	}
	
	


The semantics of this descriptor is as follows:

descriptor_tag: An 8-bit unsigned integer that defines the particular descriptor data structure.  Value for the MAC_Address_List_descriptor() is 0xAC.

descriptor_length: An 8-bit unsigned integer number that defines the length of the descriptor immediately following the field.  The length includes everything in the descriptor structure except the descriptor_tag and the length byte itself.

mac_addr_list: set (to “1”) if descriptor includes a set of destination MAC addresses.

mac_addr_range:  set (to “1”) if descriptor includes a range of destination MAC addresses where the range is specified by the highest_mac_address and lowest_mac_address fields.  

pdu_size:  A 2 bit unsigned integer that indicates the maximum length of IP data fragments encapsulated in the associated DSM-CC stream. The following table describes the encoding of this field.

	Value
	pdu_size

	00
	maximum 1024 bytes sections

	01
	Reserved

	10
	Reserved

	11
	maximum 4096 byte sections


Coding of the pdu_size field

encapsulation_type:  A 2 bit unsigned integer that describes the type of Multi-protocol encapsulation performed on sections. The following table describes the encoding of this field.

	Value
	encapsulation_type

	00
	DVB MPE

	01
	Reserved

	10
	Reserved

	11
	ATSC MPE


Coding of the encapsulation_type field

num_in_mac_list:  An 8 bit unsigned integer that indicates the number of MAC addresses contained within this descriptor.

num_of_mac_ranges: An 8 bit unsigned integer that indicates the number of MAC addresses pairs with a high / low range contained within this descriptor.

mac_address:  A 48 bit MAC group address.

highest_mac_address: A 48 bit group MAC address that is the largest carried by this descriptor.

lowest_mac_address: A 48 bit group MAC address that is the smallest carried by this descriptor.

private_data_byte: Additional information that may be used to identify the stream.

5. Use of MAC_Address_List Descriptor

Use of MAC_Address_List_descriptor will impose the least change on SI tables, thus maintaining  existing service level signaling and MPEG integrity.

The MAC_Address_List_descriptor is present in the PMT. The PAT provides version change, as IP data services can be added or dropped at different times.

The initial application of this descriptor is for multicast. The application knows what multicast IP it is interested in, for example, an announcement message that comes in on a well known multicast IP.  Knowing the IP multicast, the MAC multicast address can be determined as well. 
Besides multicast, other applications can follow with careful management of the IP multicast address since mapping from MAC to IP addresses [9] is not always a one-to-one relationship.
By the time the descriptor is activated, network specific information is well known via NIT & SDT of the SI. The descriptor provides quick access to IP data that is required for processing. In cases where the network topology is less known, enhancements proposed in Section 7 can be used. This is a slightly different approach from an alternative contribution [7]. The difference is realized for ease of terminal implementation, among others.

The pdu_size field in the descriptor is important for setting up the input buffer of the terminal. Again, this is an important design parameter for the terminal.

This descriptor allows interoperability with existing DVB and other standards (e.g., SCTE) via the use of an encapsulation_type field.
6.
Comparison with Other Proposals

Some questions may be raised when comparing the proposed descriptor with other contributions [6,7].  The following sections consolidate these questions and answers. They address:

· Version detection of IP data service change

· IP network location identification

· IP data content processing efficiency

· Use of standard descriptor with existing SI signaling

· Use of a new descriptor [7],

· Use of a new table for SI signaling [6].

6.1     Why a descriptor is preferred to a new table in the SI?

We would like to maintain standards compatibility as well as backward compatibility. The approach taken by [7] introduces a brand new descriptor which is not an established standard yet.

A more drastic approach of creating a new table such as the IMT [6] abandons the built-in efficiency that MPEG framework provides. Unless it is absolutely the last resort, we would not like to deviate from the principle of the MPEG standard. Creating a new table also represents more development work, leading to potentially more costly equipment, which is to be weighed by the service operator.

6.2  Why do we have to carefully manage mapping between multicast IP address and MAC address? What is a really strong application to justify the proposed descriptor?

Mapping from an IP multicast address to a MAC multicast address is "mandatory" in standard network communications environments. Furthermore, there exists a mechanism[9] for careful management of the mapping. 

Mapping is not really an issue with this standard descriptor. The need to include the MAC multicast address in the descriptor is to allow for filtering at the Data Link Layer instead of having to process at Layer 3 (the IP Layer).  In short, it improves performance.  It also models typical driver interfaces, wherein, a driver is passed with the multicast MAC address to look for  the already provided IP address from the application software.  This has been used, in Microsoft’s mapping into the Network Data Interface Service (NDIS) layer software.   

6.3     Why do we have to tune to the network before we identify the IP data?

This question is independent of and irrelevant to the descriptor usage. Tunning will have to be done with other alternative proposals. Use of the descriptor is about carrying IP data in the MPEG-2 stream in a way that allows:

1. the IP data to traverse heterogeneous networks without having to change SI data (optimal configuration hence the need to tune and get the PMT to see what else is accompanying the stream, much like finding out if it has a video or audio component, it can find out whether there's IP data component, at the same instance).  
2. performance efficiency (since the filtering is done at Layer 2 instead of Layer 3 - the IP layer)

6.4  Why do we have to live with a solution intended only for multicast applications?

We don't.  The solution can also be used, in the same fashion, for IP unicast.  IP multicast (e.g., ATVEF sample application) is only the first identified use case.  It makes sense because the application is informed of the IP multicast address(es) to locate.  It is uni-directional.  If we want to use this approach for unicast, the application needs to know the translation from destination IP address to the appropriate MAC address in order to put into the DVB-MPE encapsulation message and descriptor.  Some form of Addressing Resolution Protocol (ARP) or some mapping from IP to MAC without the ARP is required. These details are further addressed in standard IETF RFCs.

6.5 
Why do we have to interwork with SCTE? What is the significance of ATVEF?

Based on the new directions set for DVB 2.0 [10], interoperability is a continuing cornerstone and  Internet culture is to be brought into the DVB culture/process
. It is important to achieve interoperability with SCTE whenever it is mutually beneficial, particularly in the case of Internet portability.

This mechanism is not ATVEF specific but suitable for any IP Multicast services over MPEG-2 transport Streams.  This is applicable whether we're talking about DVB or SCTE systems because they are all MPEG-2 based.  The first instance of this happens to be ATVEF which is multicast IP over MPEG-2 (and the extra material is above the IP layer, in the application software, which is beyond the scope of the MPEG TS.)  

6.6    Are we challenging the MPEG Guidelines?

In keeping with the MPEG philosophy, since the data stream (IP) is specific to the service, the reference to it should stay in the PMT.  To avoid race conditions, it should also stay in the PMT.  To get the most current and accurate representation of the components of the stream, it should be dealt  in the PMT.   Putting this information in any other table, if absolutely necessary, should be optional but not required. The analogy would be to say that, on the one hand, it is necessary to put the elementary stream PID values in PMT for video or audio, but on the other hand, to put them in one of the other tables.  This would defeat the efficiency that MPEG put in place.  Placing the descriptor in the PMT is building on the well-recognized MPEG efficiency! Otherwise, one has to prove the inefficiency associated with the MPEG structure.

7.
Enhancement of  IP services over DVB

The introduction of the standard descriptor mentioned above enable a basic mechanism for the automatic extraction of IP datagrams in a TS. It is a major step to assure efficient and simpler processing in the terminal. But the IP over DVB service requires further enhancements using information contained in the existing SI signalling. Some new enhancements are briefly described below.

The delivery of IP services over DVB involves several functional factors as shown in the following figure.
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The DVB ISP is an ISP which can insert some IP data in the part of MPEG-2 TS independent of the video service.

In this model the broadcaster  inserts some IP data coming from one or several DVB ISP and modify consequently the associated SI signalling in the MPEG-2 TS. Then, these TS are delivered through, possibly, different  networks.

7.1
Service enhancement using existing DVB features

If a consumer wants to receive certain IP data, he must access through a terminal which is aware of the programs carrying private data services with some knowledge about the delivery network. Information about the proposed services is typically contained in a TS : the Service Description Table (SDT) and the Event Information Table (EIT).

The SDT and the EIT can describe the services that are contained in the actual or another TS. For each described service, some descriptors may be added. The following ones, extracted from the latest DVB SI specifications [3] are particularly of interest concerning private data services:

· data_broadcast_descriptor

This descriptor indicates if the MPE is used, if the IP to MAC mapping described in the RFC 1112 [9] is used , and the size of the MAC address to be considered to filter the packets.

· service_move_descriptor

This descriptor indicates that a service will change the TS or will be identified differently.

· telephone_descriptor

This descriptor may be used to indicate a telephone number which may be used with a modem to exploit an interactive channel.

When the consumer terminal is turned on, it should be able to scan all the TS present in the delivery network to know and store the following information :

· the unique path original_network_id/transport_stream_id/service_id which identifies the service where  the IP packets are transported, using different SI.

· the identity of the DVB ISP and the means to interact with it using the telephone_descriptor.

The information could be updated by using the service_move_descriptor when the service location or identification change, or by using the service_list_descriptor to know if the private data services appear, disappear or are paused.

The systematic channel scan may be minimised using the linkage descriptors. A linkage descriptor introduced in the Network Information Table (NIT), with a linkage_type set to 0x04, will refer to a TS which carries at least all the SI information available on all other TS of the network.

It is in these enhancement areas that incorporation of additional features brought forth by other proposals [6,7], if desirable, might be further considered. In addition, we propose other mechanisms to facilitate the conventional 2-way ISP service as described in the next section.

7.2
Proposed enhancements

· ISP_descriptor

The telephone_descriptor enables the exploitation of a telephone based interactive channel, and the transport of IP over PPP. But it seems that the federating layer is the IP layer and many interactive channels may be directly based on IP, avoiding the use of the telephone number.

A new descriptor, the ISP_descriptor could be introduced to describe how to interact with the DVB ISP. This descriptor could contain an URL, URI or address to connect to the DVB ISP and could indicate the set of protocols used over IP to interact or to register.

· Multicast announcements

A simple mechanism can be implemented to locate and store the multicast session which is already available or proposed in the TS.

In the Internet, the multicast sessions are announced using the Session Announcement Protocol (SAP) [11]. The announcement is sent using a well-know IP multicast address and port. Following the RCF 1112, a well known MAC address can be generated, and using the MAC_Address_List_descriptor, all the terminals can extract automatically the IP packets containing the multicast session descriptions. Using these descriptions, all the receivers are able to find easily, by using the same technique, the multicast packets in which they are of interest. 

The interaction (return or upstream, either DOCSIS/EuroDOCSIS, OOB, or IB) channel may be used to get an IP address from the DVB ISP and agree for a corresponding MAC address. The way to address the latter issue is beyond the scope of this document.

8.
Conclusions

This document brings proposed solutions for a standard and efficient signalling of the IP data, transported by using the MPE encapsulation, in a pool of DVB TS.

With the standard descriptor, the MAC_Address_List_descriptor, and the use of the existing ones, it  provide desirable IP services to the consumers with efficiency and flexibility. The terminals are able to retrieve automatically  the IP packets of interest to them and the MPEG efficiency will be fully realized.

This solution doesn’t change the existing protocol, nor integrate completely the IP “content” within the DVB and the SCTE systems. The introduction of another descriptor, the ISP_descriptor, in the EIT or SDT, will further enable a full integration between the DVB and the IP services. 
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